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Privacy policy

Dermoscent® priority is to protect your privacy and to build relations with you
based on trust and transparency, in total compliance with the regulations in force.
As such, we pay attention to ensuring the security of your personal data. We

therefore attach particular importance to the security of your personal data.

What personal data do we collect and when ?

The information collected in the micro-learning app DermoscentEZlearn is
processed electronically for the purpose of managing users and the training
provided by the Dermoscent®.
The data collected is stored on the Application’s server.
The User may be required to provide certain information to the Application team
when creating, using or logging in to the Application:

e Personal data relating to their identity: surname, first name.

e Data relating to their professional life: professional email address.
The Application also collects the following information about the computers,
phones and other devices on which the User installs or uses our Services,
depending on the permissions granted.

e Technical data: browser version, device type.
The learner’s personal data may be accessed and used in the event of incidents
and/or malfunctions reported by the learner or detected by the Application team.
Learning and usage data is also used anonymously to improve the service and for

educational research.

We rely on the following legal bases for the collection of your personal data:
e Your consent
e Our legitimate interest, which may consist of the continuous improvement of
our products and services, i.e., to better understand your needs and
expectations
e The performance of a contract, and more specifically, the provision of the
services you request from us

e Legal obligations when current legislation requires data processing
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Who are the recipients of your personal data?

Only personnel from the marketing departments at Dermoscent® may have access
to your data, without prejudice to its potential transmission to the extent required
by applicable regulations. We do not sell or rent your personal data to third parties.
Similarly, we may be required to share this data with public administrations and
bodies in accordance with legal provisions.

How long do we retain your data?

We retain your personal data only for the period necessary to fulfill the purposes
for which it is collected and processed, unless otherwise required by law.

These retention periods are defined according to the processing purposes and take
into account, in particular, applicable legal provisions imposing a specific retention
period.

What are your rights?

Regarding your personal data, you have the following rights:
e Right to be informed
e Right of access and rectification
e Rightto erasure
e Right to restriction of processing
e Right to data portability
e Right to object
e Right to lodge a complaint with a supervisory authority

How to exercise your rights

Your rights can be exercised by writing to dpo@dermoscent.com or to the following
address:

Nextmune

3, rue Pierre-Gilles de Gennes

Espace Entreprises — ZA Le Causse

81100 Castres — France

A response will then be sent to you within one month of receiving the request.
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Changes to our terms of use

We reserve the right to modify these terms of use at any time, in whole or in part.
These modifications will come into effect upon the publication of the new terms of
use. We will inform you in advance by any appropriate means. In any event, your
use of the platform following the entry into force of these modifications will

constitute acknowledgment and acceptance of the new terms of use.
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